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Lesson 08 Sharing Information 


We can share information online, using: 


1- The Internet “> 2- The Intranet ©. 
e The internet is used to e An intranet is used to share 
share information over the information in a closed 


web. Ze network. == 
- Itis less secure. , - Itis more secure. = 
° L h Gal 


We can share information using spread sheet (MS Excel) 
- To sort information alphabetically: 
Go to toolbar = ClickonData ==> then Click sort 
Set formulas in cells: 
- TO add (+), subtract (-), multiply (x) or divide (/) 
- Type (=) in the cell, this tells Excel you are creating a 
formula. 
> in Excel, a cell is named using a combination of: 
a letter (at the top of column) 
and a number (on the left side of row). 
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| Lesson 02 | Protecting ourselves and our information 
Personal InFormation 


It includes your name, address, date of birth, and passwords. 


Hackers can: 

> Use the internet to break into a computer system 
and steal personal information. 

> Use someone's e-mail address and password to 
send a virus to all the e-mail addresses in your 
e-mail account. 

=> Use an adult's bank account number to take 
money from that account 


Ways to keep your Personally Identifiable Information 
(Pll) safe: 


1- Limit the personal information you share online. 
2- Don't sign up for a website if it asks for too much personal Information. 
3- Use different strong passwords that contain letters, numbers, and 


special signs. - 
4- Use anti-virus software on all of your devices. = 
5- Update your devices regularly. i Ke 
e You should protect your files from viruses, ™ 
software problems, or human errors. 


Ways to back up your data 


1- Use some apps and software programs that back up data automatically. 
2- Use a data-storage device that you attach to your computer, such as: - 


A flash memory - An external hard drive 
> This is called a hybrid backup and it is a safer way to back up and 
store files. 


- The hard disk has more space than flash memory, it may also be used 
for the same purpose. 
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Lesson 03 | Password security 


> Ways hackers can get your password: 


Phishing Smishing 
It is sending a message via e-mail It is the same thing as phishing 
or social media applications that but is a text message instead of 


looks real but isn't an email. 


Types of phishing (Smishing) scam 


1- A message which says that you have won a prize but | 
you have to give your bank account details to get the prize. Presa 
2- A message that encourages you to act quickly, VK | 

> When you open an attachment or file of phishing: ae 


= Data-stealing software is installed on your computer, or 
= You're asked to enter sensitive information such as bank account. 


Ways of identifying phishing messages 


- It include misspelled words or grammar errors. 
- It asks too much personal data. 
Password Manager 

> Creates a strong unique password for each of your accounts. 

> Tells you if the passwords you already have are too weak or you've 


reused them. 
> Tells you if one of your passwords has been stolen online. 


MULTI-FACTOR AUTHENTICATION (MFA) 


- MFA is used to strengthen your passwords. 
- MFA provides you at least two ways of identifying yourself: ($) 


Password Email or 
or PIN one-time code 
(Personal Identification number) 
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November Questions Bank , 


= 
Read and Choose the Correct answer ] 


@ Network used to share information and less secure is ............ 


@) Ethernet ©) internet ©) intranet 


To create a simple formula in a cell, first type the ......................... , this tells 
O Excel you are creating a formula. 


© Sign "=" O) sign "x" © sign "+" 


E ooet is used to perform simple formulas. 

© ©) Excel ©) Word © PowerPoint 
E aba in Excel are labeled with letters 

© @ Toolbars ®©) Columns © Rows 
The left side of the rows in Excel are ........................... 

© © numbers O) letters © symbols 

© TE, usus is used to share in a closed network and is more secure 


@) Internet ©) Intranet ©) Open network 
To arrange information alphabetically in Excel, go to the toolbar, and 


@ click on Data, then click on ........................ 

Layout @ Format @ Sort 

When arranging information alphabetically in Excel, go to the ............... 
cells @ toolbar @ slides 


Ifyou want to calculate the sum of values in cells A1, A2 and A3, we 
(9) write the formula ..................... 


@ =A1+2A+3A ®©) A1*A2*A3 © = A1+A2+A3 
To perform division in Excel, use the ...................... Sign 

@ + @ = @ / 

To keep your data safe, use ............................ software. 
D Gi MS Excel ©) browser ©) anti-virus 
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You can keep your files from viruses or loss Dy making ........................... 
turn off device OH backup © personal information 
E, H include(s) your name, address date of birth, and passwords. 


@ Personal information ©) Public information © Personal computer 


Passwords must bes ......................... for each website you register on . 
@ same ©) different © weak 
ST use the internet to break into a computer system 

@ Teachers © Students © Hackers 


Backup copies of files are Created ON .............................. 


©) an external hard © 


@ a flash memory both of them 


disk 
Hackers Can send .......................... to your computer 
@ virus @ antivirus @ backup 
ange ere is consider a strong password 
@ 112024 ®©) ss37@6%m25 (©) motamyez 
Hybrid is a Safer Way tO ............................... 
Gi backup files O) delete files © lock files 
Use different strong password to keep your ....................... Safe. 
@ URL @) Pll © IOT 
Hackers use the internet to ........................ a computer 
@) break into (@ buy ©) protect 
Smishing is the same thing as phishing, but it is sent by ........................ 
email OH text message © Facebook 
When you open a phishing file, data-stealing software is .................. on 
your PC. 
@ updated ©) deleted ©) installed 
STA TE V sssassssa means you provide at least two ways of identifying yourself. 
(a) MFA (O) Password manager © PIN 
TEE A is sending a fake message via email or social media that looks 
real 
Smishing OH Phishing © Virus 
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e r tells you if one of your passwords has been stolen online 


(a) Multi-factor 


authentication (@) Password manager (@ Antivirus 


Phishing messages can be identified by containing ......................... 


@ trusted information @ spelling errors @ .bothaandb 

You will receive a code for.................... when you log into a game website 

from a different PC. 

@ a short period of @ a long period of 
time time 


MFA often combines a known factor, such as ........................ 


©) twotimes 


© © ® ® 


@ first name oras ®©) username (@ password or PIN 
name 
MFA provides at least ........................... ways of identifying yourself . 


(@ two ®©) three (@ four 


Phishing message includes ................... 


@ @ @ 


correct grammar @ right spelling @ grammar errors 
Hackers can get your password by ........................ 
@ phishing @ smishing @ both a and b 
Data-stealing software is installed on your computer, when you 

EI ee an attachment of phishing. 


@) delete ®© open ©) block 


put “ true ” or “ false ” J 


You can add or subtract any data using Microsoft Excel. 
The internet is used to share over the web and is more secure. 
You can share information using an intranet or the Internet. 


The intranet is used to share the information in an open network. 
To create a simple formula, we select the cell and then type a “+” 
sign. 

You can add or subtract any numeric data using Microsoft Excel. 


e — — — — 
-e ~ — — — 


The data in cells cannot be arranged alphabetically. 


To create a formula in Excel, we use a “=” sign. 


mm — — — 


Rows in Excel are labeled with letters. 


COCO © OOOO 
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The cell B5 is located in column (5) and row (B). 

Antivirus software shouldn't be installed on your computer. 
Hybrid backup is a safer way to back up and store files. 

You shouldn't sign up to a website that asks for a lot of personal data. 


Websites that ask for too much personal information are safe. 


Hackers can steal your personal information without using the 
internet. 


Hard disks always have less space than flash memories. 


AE 
( 
[ 
[ 
[ 
[ 
[ 
[ 
An anti-virus helps you keep your personal data safe. [ 
Hackers can send a virus to all the email addresses in your email ( 
account. 
When you log into a website from a different device, you receive ( ) 
a text message with a code that valid for one time only. 
All software programs back up data automatically. ( 
( 
( 
( 
( 
( 
( 
( 
( 
[ 
[ 
[ 


One way to back up the data is using a data storage device. 
Back up the data by some software programs and by using data- 
storage device is called hybrid backup. 

Smishing is sending a scam message via text messages instead of 
an email. 

One type of phishing is receiving a message telling you that you 
won an award. 

Phishing messages are free from grammar errors. 


A password manager software is used to create strong 
passwords. 


PIN is an abbreviation for Personally Identifiable Information. 
Password manager provides at least two ways of identifying 
yourself. 

Phishing is one of the ways that hackers use to get your 
password. 

Phishing is a text message that looks real, but it isn't. 
Multi-factor authentication requests one way of identifying 
yourself. 


Password manager can't tell you if you have reused the password. [ ] 
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November Questions Bank , 


= 
Read and Choose the Correct answer ] 


@ Network used to share information and less secure is ............ 


(@ Ethernet @) internet ©) intranet 
To create a simple formula in a cell, first type the ......................... , this tells 
O Excel you are creating a formula. 
@ Sign "=" ©) sign "x" © sign "+" 
E uuu: is used to perform simple formulas. 
® @ Excel ©) Word ©) PowerPoint 
E occ: in Excel are labeled with letters 
@ @) Toolbars ®©) Columns © Rows 
The left side of the rows in Excel are ........................... 
@ @ numbers @ letters @ symbols 
@ DEN, sss is used to share in a closed network and is more secure 


(@ Internet ©) Intranet ©) Open network 
To arrange information alphabetically in Excel, go to the toolbar, and 


@ click on Data, then click on ........................ 

Layout @ Format @ Sort 

When arranging information alphabetically in Excel, go to the ............... 
cells @ toolbar @ slides 


Ifyou want to calculate the sum of values in cells A1, A2 and A3, we 
(9) write the formula ..................... 


@ =A1+2A+3A ©) A1*A2*A3 © = A1+A2+A3 
To perform division in Excel, use the ...................... Sign 

@ + @ = © / 

To keep your data safe, use ............................ software. 
D Gi MS Excel ©) browser ©) anti-virus 
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You can keep your files from viruses or loss Dy making ........................... 
turn off device ®©) backup ©) personal information 
E, nny include(s) your name, address date of birth, and passwords. 


@ Personal information (O) Public information © Personal computer 


Passwords must bes ......................... for each website you register on. 
@ same ®©) different (@ weak 
ST use the internet to break into a computer system 

@ Teachers ®©) Students © Hackers 


Backup copies of files are Created on .............................. 


© an external hard © 


@ a flash memory both of them 


disk 
Hackers Can send........................... to your computer 
@ virus ©) antivirus © backup 
D, el is consider a strong password 
@ 112024 ©) ss37@6%m25 (©) motamyez 
Hybrid is a safer way to ............................... 
@) backup files ©) delete files ©) lock files 
Use different strong password to Keep your ....................... Safe. 
@ URL @) Pll © IOT 
Hackers use the internet to ........................ a computer 
(@ break into ©) buy ©) protect 
Smishing is the same thing as phishing, but it is sent by ........................ 
email OH text message © Facebook 
When you open a phishing file, data-stealing software is .................. on 
your PC. 
@ updated ©) deleted ©) installed 
STA PE V a ssassssa means you provide at least two ways of identifying yourself. 
MFA (O) Password manager © PIN 
ee 9 ee is sending a fake message via email or social media that looks 
real 
Smishing ©) Phishing ©) Virus 
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e r tells you if one of your passwords has been stolen online 


Multi-factor RB: 
icati Password manager 
o authentication (E) Passwordmanager (EI Antivirus 


Phishing messages can be identified by containing ......................... 


@ trusted information @ spelling errors @ .bothaand b 


You will receive a code for. .................... when you log into a game website 
from a different PC. 


@ a short period of @ a long period of @ two ga, 


© © @ @ 


time time 

MFA often combines a known factor, such as ....................... 

@ first DREES ® username (@ password or PIN 
name 

MFA provides at least ........................... ways of identifying yourself . 


(@ two ® three © four 


Phishing message includes ................... 


correct grammar @ right spelling @ grammar errors 
Hackers can get your password by ........................ 


@ @ @ 


@ phishing @ smishing @ both a and b 

Data-stealing software is installed on your computer, when you 
EI oe E an attachment of phishing. 

@) delete ©) open ©) block 


Question 02 put “ true "or “ false” J 


You can add or subtract any data using Microsoft Excel. 

The internet is used to share over the web and is more secure. 

You can share information using an intranet or the Internet. 

The intranet is used to share the information in an open network. 
To create a simple formula, we select the cell and then type a “=” sign. 
You can add or subtract any numeric data using Microsoft Excel. 
The data in cells cannot be arranged alphabetically. 

To create a formula in Excel, we use a “=” sign. 


Rows in Excel are labeled with letters. 


yx 
x 
yx 
x 
x 
y 
x 
y 
x 
x 


The cell B5 is located in column (5) and row [B]. 
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Antivirus software shouldn't be installed on your computer. 


Hybrid backup is a safer way to back up and store files. 


You shouldn't sign up to a website that asks for a lot of personal 
data. 


Websites that ask for too much personal information are safe. 


Hackers can steal your personal information without using the 
internet. 


Hard disks always have less space than flash memories. 


An anti-virus helps you keep your personal data safe. 


Hackers can send a virus to all the email addresses in your email 
account. 

When you log into a website from a different device, you receive a 
text message with a code that valid for one time only. 


All software programs back up data automatically. 


One way to back up the data is using a data storage device. 


Back up the data by some software programs and by using data- 
storage device is called hybrid backup. 

Smishing is sending a scam message via text messages instead of 
an email. 

One type of phishing is receiving a message telling you that you 
won an award. 


Phishing messages are free from grammar errors. 
A password manager software is used to create strong passwords. 


PIN is an abbreviation for Personally Identifiable Information. 


Password manager provides at least two ways of identifying 
yourself. 


Phishing is one of the ways that hackers use to get your password. 


Phishing is a text message that looks real, but it isn't. 


Multi-factor authentication requests one way of identifying 
yourself. 


Password manager can't tell you if you have reused the password. 
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